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Implementation of Safety-instrumented Systems in the
Process Industry — SIL in Practice

Arno Gétz (Endress+Hauser GmbH + Co. KG), Andreas Hildebrandt (Pepperl+Fuchs GmbH),
Thomas Karte (SAMSON AG), Bernd Schéfer (HIMA Paul Hildebrandt GmbH + Co. KG),
Johann Strsbl (TUV SUD Industrie Service GmbH)

The IEC 61508 and IEC 61511 standards have become widely accepted as the basis for handling safety-instrumented systems. In
German-speaking countries, the VDI/VDE 2180 standard supplements these international standards. Users have become familiar
with the basic terms, such as SIL, failure rate, safe failure fraction etc. However, many users are often uncertain when it comes to
implementing these concepts in everyday operation.

The decisive point is to combine the required degree of operational plant safety with legally compliant documentation and practi-
cal solutions, while taking into account the economic aspects as well. It is assumed in this article that the demands placed on a SIF
(safety-instrumented function) are based on a hazard and risk analysis. This article explains which points need to be observed
when implementing safety equipment and includes tips on how to use the instruments in practice. Besides the technical aspects,

integration into a higher level safety management system is dealt with.

Safety in the process industry/safety-instrumented systems/IEC 61511

A Introduction

The scope, theoretical background and, not least, the terminol-
ogy and phrasing of IEC 61511 continue to raise numerous
questions whether they concern the understanding of correla-
tions or rather relate to the cook book approach to simple im-
plementation. Numerous publications go into depth on special
issues. By way of contrast, this article describes a safety-instru-
mented system containing components from various manufac-
turers in unified terms. The objective is to highlight the central
ideas of IEC 61511 and their practical implementation. In keep-
ing with the nature of the matter, the findings cannot result in
simple instructions. However, the classical engineering ap-
proach proves to be the crucial point of safety instrumentation.

FA Normative basis for risk reduction in process plants

The applicability of the standards already prompts many
questions:

u Do the requirements have to be met on all accounts?

m Are the standards intended just as recommendations?

® What happens if the recommendations are not observed?
These are just a few examples taken from everyday practice.

In this case, the standards pyramid (Fig. 1) brings clarity. This
pyramid illustrates a growing degree of freedom available for
making decisions and the potential to move away from rigid
legal regulations towards individual approaches to solutions,
whereby the focus must always be on the safety objective to be
achieved. However, it must be evident that the individual re-
sponsibility and liability grows as the chosen solution becomes

Definition;
fixed solutions
Safety

Freedom to

make decisions;
individual solutions
Freedom

Legislation

Regulations

Standards (e.g. EN 746)
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Corporate standards

Fig. 1: Normative framework
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more unique. In the event of failure and the question of account-
ability, the user must provide evidence concerning the obser-
vance of the recognized codes of practice. In the event of dam-
age, the person responsible is personally liable. By implication,
the approach towards clear guidelines provided by regulations
and laws, and away from uncertainties regarding recognized
codes of practice and their interpretation naturally offers safety
and less personal responsibility for the operator. This, however,
means the loss of flexible solutions.

Initially, it must first be clarified whether the plant concerned
must comply with the standard, a relevant law or a regulation.
Many chemical or petrochemical plants and process furnaces
in Germany are subject to the German Hazardous Incident Or-
dinance.

In the Hazardous Incident Ordinance (12" BImSchV 2000), the
following is mentioned concerning standards and regulations in
Article 3 “General obligations of the operator”:

Generally independent Independent from Applicati pecifi Applicati pecific

from i or ion but Process engineering Furnace technology
technology technology-specific
IEC 61508 IEC 61508 IEC 61511 DIN EN 746
Part 1 Parts 2,3,6 Parts 1,2,3 Parts 1,2
Functional safety Functional safety Functional safety Industrial
of safety-related systems of safety-related systems Safety-instrumented systems thermal process plants
for the process industry sector
§ VDI VDE 2180 DIN EN 50156
S Parts 1,2,3,4,(5)
§ [RUTE TS i Electrical equipment
Safety-instrumented systems
for the process industry sector for fumnaces

TOV SUD Industie Service GmbH vt .

Fig. 2: Normative structure
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Compressor Treater

Application-specific
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Fig. 3: Relation between application-specific standards
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“1)...
(2)...
(3)...
(4) The nature and operation of the installations in the
establishment must be in keeping with the state of the
art of safety technology.”

That means the operator is obliged to keep the plant fo the state
of the art of safety technology. According to the Hazardous
Incident Ordinance, the state of the art of safety technology
means “the level of development of modern procedures, equip-
ment and operational methods that can reliably indicate the
practical suitability of measures for preventing major accidents
or for limiting their effects. In particular, determination of the
state of the art of safety technology shall employ procedures,
equipment and operational methods that are comparable to
those which have been successfully tested in operation.”

The recognized codes of practice are the basis for the safety
analysis. Since the state of the art of safety technology runs
ahead of the recognized codes of practice, variations in indi-
vidual cases are to be discussed.

Standards only lead the way. Other ways to achieve the safety
objective are also admissible. In the event of damage, however,
their equivalence must be verified. In cases where different non-
standard approaches to solutions are used, the planner or
planning team is personally liable for any damage.

If standards are applied, application-specific standards have
priority over generic standards. For example, the EN 746-2
standard must be followed in conjunction with DIN EN 50156
(Electrical Equipment for Furnaces and Ancillary Equipment) for
the assessment of safety equipment in process furnaces in the
petrochemical industry. This is illustrated in Fig. 2 (normative
structure). In addition, Fig. 3 shows how application-specific
standards are associated with individual process units based on
an example at a refinery.

Industrial plant safety is basically divided into three sections:

m Safety management

m Technical requirements

m Staff qualification.

In the following sections, the technical requirements of safety-
instrumented systems are dealt with.



EX General principles

By dividing a safety-instrumented system into the units “sensor”,
“control unit” and “final element”, the following general relation-
ships apply in addition fo the device-specific features. A very good
practical description is made in [1]:

According fo a much-cited study by the Health and Safety Execu-
tive (HSE) in the UK, the most frequent cause for safety equipment
failure can be found in the organization. For example, planning
errors, incorrect maintenance or errors made after revisions at a
key point are named. For this reason, IEC 61511 focuses on the
safety life cycle (Fig. 4).

To implement a safety-instrumented system, the first step involves
drawing up clear specifications to describe the demanded function
and its quality (SIL). Example: At a pressure over ... bar in tank .,
valve ... isolates pipe ... within ... seconds with a maximum permis-
sible residual leakage rate of .., risk coverage SIL 2. In addition to
this safety objective, comprehensive instructions for the safety
equipment are created by measures concerning proper planning
and sizing, implementation, commissioning, behavior during op-
eration, maintenance requirements and revision procedures.

The standard imposes three basic requirements:

m Avoid systematic faults

u Defermine the rate of random faults

m Fulfill architecture requirements

To understand the requirements derived from these three points
placed on the SIS subsystems, the process conditions must be
considered. By definition electrical, electronic and program-
mable electronic systems are assessed in IEC 61511. If these
systems are housed in a defined environment (in relation to tem-
perature, humidity, vibration, corrosive or dirty atmosphere), a
very systematic and detailed procedure takes effect to bring
random and systematic faults under control. However, the
weight of individual measures shifts considerably if:
m Components are assessed that are exposed to the process
media and/or corrosive ambient conditions.
m |t applies to a mechanical system since its failure mechanism
and diagnostic capability vary fundamentally from those of
electronic systems.

The user is responsible for ensuring devices are used as in-
tended. It is important to not only rely on a general fault anal-

Safety life cycle

Specification

Planning &
Implementation

Installation &
Commissioning

Operation &
Maintenance

Change during
Operation

Fig. 4: Simplified safety life cycle

ysis or a database alone, but to additionally determine the

specific suitability for the process concerned. Therefore, great

importance must be attached to proven-in-use in this case. [1]

mentions that it is unadvisable to use new devices blindly even

if they are certified without proven-in-use evidence!

Key elements of a compliant implementation of a safety-instr

mented system include:

m Precise specification of the necessary functions: For example,
the description that a valve must close still leaves the leakage
rate unspecified. A few percent seat leakage are absolutely
no problem for the shutdown of a heat exchanger and plant
safety would be achieved. Yet, if the discharge of a toxic gas
to the atmosphere is to be prevented, a leakage rate within
ppm range must be specified.

m Proof tests: To discover dangerous, undetected faults, proof
tests are a vital element of the overall safety concept. The
proof-test interval and procedure must be fixed. The proof
test coverage must be determined by a corresponding analy-
sis. A high degree of automation is preferable.
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m Diagnostics: In addition to the proof fest, a high degree of
diagnostics is desirable. Diagnostics means the automated
detection of faults while the process is running. In contrast to
this, proof tests are usually performed after plant shutdown.
They also mostly require much more complex architectural
measures, such as installing a bypass to a valve. A good
example of diagnostics is the discrepancy monitoring used
for pressure transmitters.

m Proven-in-use: To rule out systematic faults, IEC 61511 pro-
poses two options: The device concerned is developed in
compliance with the requirements of IEC 61508 or there is
evidence based on user’s experience (proven-in-use). The re-
quirements for proven-in-use are, however, not phrased in
detail. In this case, a NAMUR Recommendation planned for
mid-2008 will provide clear guidelines. In any case, proven-
in-use involves the use of devices in the process, i.e. all pro-
cess and environmental influences are accounted for. It is also
explicitly allowed to take into account operational experience
in non safety-instrumented systems, provided the operating
conditions are the same. The HFT (hardware fault folerance)
in Table 6 of IEC 61511-1 of devices proven in use are up-
graded by one. As a result, a SIL 2 system with proven-in-use
devices can be designed with a single channel. Alternatively,
certification in accordance with IEC 61508 is required.

Fig. 5: Examples of sensor connections affected by the process
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m Documentation: All stages of the safety life cycle must be
documented. This applies in particular to the proof test. The
documentation of this stage must also describe the state of the
system prior to the proof test. These data can be used by ev-
ery operator to build fault statistics that apply to the individu-
al process. When using external databases, it is important to
ensure that the operating conditions are comparable.

m Error andlysis: IEC 61511-1 (section 11.4.1, NOTE 2) justifies
the demand for additional fulfillment of a certain HFT due to
the restricted precision of safety data. The propagation of
errors is an important mathematical tool used in scientific or
technical observations. This method has not yet been applied
though for the calculation of random faults according to
IEC 61511. References indicating that the used numbers can
show inaccuracy of more than one decimal power [2], seem
to be feasible to experts in the field of instrumentation. Unfor-
tunately, none of the SIL calculation tools on the market to
date feature an option for the propagation of errors.

m Availability and sources of safety data: It is advisable, already
when selecting devices, to check the availability of safety
data. Some manufacturers publish these data on the Internet.

A Final elements/sensors
4.1. Differences between field devices and control cabinet
equipment
At many points IEC 61511 differentiates between logic systems
(control cabinet equipment) and sensors or final elements (field
devices). The latter are installed in the field and, as a result, are
exposed to environmental conditions as well as the process
media. This results in chemical and physical loads caused by,
for example pressure, temperature, vibration and humidity.
Process media affect field devices, e.g. due to corrosion, crys-
tallization, polymerization, abrasion, formation of deposits
and other effects (Fig. 5). When final elements are used, flow
velocities and the occurrence of cavitation and flashing also
play a key role [3]. Since the aforementioned mechanisms are
systematic influences, they must be taken into account already
when planning a plant. Where new processes are concerned,
the assessment of these effects may be more difficult. This can
be counteracted by applying special measures, such as short-
ened test intervals.



4.2. Differences between mechanics and electronics
Mechanical components are a key part of the function chain for
sensors and for final elements even more so. The scope and
theoretical background of IEC 61511 are strongly characterized
by electronic systems. The table in Fig. 6 lists the differences
between mechanical and electronic systems. Macroscopic di-
mensions, as are predominant in final elements, are easier fo
test. This fact and the fewer number of parts suggest that statis-
tical errors are less relevant or not at all relevant within the re-
quired precision. Correspondingly, an elimination of errors is
permissible in many cases, but must be justified. By contrast,
systematic faults are of vital importance and must be ruled out
by systematic engineering methods. Besides a proper design
and a controlled production to meet specifications, the consid-
eration of process conditions plays a decisive role.

4.3. Responsibilities of manufacturer and user

Accordingly, the safety analysis cannot be based merely on the
safety data provided by the manufacturer. Despite the manu-
facturer’s diligence during the safety assessment of sensors and
final elements by the manufacturer, it remains ultimately restrict-
ed to the device technology. An assessment of a pressure trans-
mitter for example, starts with the process diaphragm and ends
with the terminal block (electronics and mechanics). The results
of this analysis are provided by the device manufacturer. This is
not sufficient by far, especially for critical processes.

A safety-instrumented system can only work as intended when
the manufacturer instructions concerning installation, commis-
sioning, operation, maintenance etc. are followed and, in par-
ticular, the influences of the specific process and the respective

Electronic system

environment are taken into account. It can only be said again
that plant safety can only be achieved by applying founded
engineering practices and when the user cooperates with the
device manufacturer.

4.4. Exclusion of systematic faults

It is advisable to draw up a loop data sheet for every sensor or
final element to verify the exclusion of systematic faults. Besides
the individual components, the interfaces (mechanical attach-
ment, force transmission, electrical connection including cables
and terminals, pneumatic connection including pipes and fit-
ﬁngs) need to be assessed as we||, even if these elements are not
described or only briefly in IEC 61511. All in all, a complete anal-
ysis of all possible operating states requires extensive examina-
tion. At this point, reference is made to the publication of Part 5

of VDI 2180 planned for 2008.

4.5. Safety manual

The manufacturer presents all safety-relevant information in a

safety manual. The user must consider these instructions entirely.

This manual contains information for the safe application of the

device, for example:

m Applicability in safety-instrumented systems

m Permissible device constructions and versions (hardware, soft-
ware/firmware)

m Restrictions for safe operation

m Safety data

m Parameterization and configuration instructions

m Device behavior in operation and in the event of failure

m Procedure for proof testing

Mechanical system

Restricted number of components
Macroscopic dimensions

No statistical failures but wear
High level of testing in production

+ Large number of components .
*  Functionality of semi-conductors -
in microscopic dimensions 5
- Aging by diffusion processes .
(Arrhenius equation) and in service
+ Limited level of testing of 5

components in enclosure

The valve must be sized for the
specific application

Fig. 6: Differences between me-
chanical and electronic systems
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4.6. Redundancy

In pracfice, it may be better to use redundant sensors or final ele-

ments in safety-instrumented systems for reasons of availability.

Possible architectures for redundant subsystems of safety-instru-

mented functions include:

m |dentical redundant architecture (identical sensors): Its advan-
tage is a higher availability of the safety-instrumented system
(for example, for voting 1002), simplified stock-keeping and
simplified commissioning and maintenance. Limits arise from
possible restrictions when controlling systematic faults while
the process is running.

m Diverse redundant architecture (various measuring proce-
dures or the same measuring procedure using various devic-
es): Besides the higher availability of the safety-instrumented
system (for example, for voting 1002), the control of system-
atic faults is better implemented. It reduces the probability of
simultaneous failures of several channels.

Examples of diverse redundant subsystems:

m Two pressure transmitters of various series or by various manu-
facturers

= Two different devices with varying measuring principles for the
same physical unit, for example differential pressure transmitter
and radar level gauge for non-contact continuous level mea-
surement

m Two different devices for various physical units, for example
pressure transmitter and temperature transmitter (provided that
pressure and temperature are process-relevant variables)

® Redundant isolation of a pipeline by a globe valve and a ball
valve

4.7. Safe parameterization

If parameters of devices in a safety loop are set incorrectly, the
safety-instrumented system may not be able to fulfill its task.
This is where the safe parameterization of the device comes into
effect. Sensors with this function prevent operational or input
errors. By validation of the data entered in the device, safe
parameterization is independent from the tools used to set de-
vice parameters. The concept is based on the selection of ap-
propriate basic settings and range checks for determined de-
vice parameters. The number of freely editable parameters is
reduced to a minimum. After validation of the parameter read-

ings, these inputs are verified again. Safe parameterization is
activated by a password in a menu-driven process. At the final
stage, the device is locked. This ensures that the configuration
and parameterization cannot be changed unintentionally.

4.8. Proof test

Safety-instrumented systems must be tested at regular intervals.
The proof-test interval is based upon the SIL verification (math-
ematical proof). The test is intended to reveal dangerous unde-
tected faults. It produces proof that the components still meet
the requirements.

The exact specification of requirements is the basis for the proof
test. Based upon this, the parameters to be recorded must be
quantified by defining set points and error ranges in the test
instructions. Furthermore, the rate of detectable faults must be
determined (proof test coverage); if the value of the proof test
coverage is too low, this may jeopardize keeping the claimed

SIL. For example in the field of final elements, it may be better
to precisely measure the closing time, end position, leakage etc.
of a valve in addition to the visual inspection of the closing
procedure usually performed to date. These measurements and
the necessary documentation can be implemented by modern
instrumentation and possibly automated as well [4, 5]. The re-
sults of the proof test (especially the encountered state) must be
documented. Supplementary inspections while the process is
running are recommended. This helps recognize for example,
corrosion, vibrations, noise, detectable leakages to the atmo-
sphere, at an early stage.

The partial stroke testing method currently applied to final ele-
ments while the process is running can be interpreted according
to the aforementioned versions as a part of an overall concept for
proof tests and diagnostic methods. A detailed description can be
found in [4, 5]. This method can be regarded as best practice. It
reduces the rate of dangerous undetected faults in the final ele-
ment. The safety margin gain may lead to the extension of the
proof-test interval; an interval twice as long is redlistic for favor-
able parameters. As always, each application must be checked
individually. As for all diagnostic methods, this method primarily
improves the PFD value. A change in the redundancy degree re-
quirements (HFT) is not possible according to IEC 61511. Fig. 7
shows an example of a modern positioner with diagnostic func-
tions and the logging of a partial stroke test.



=

(s}
i

T
I

o,

(]
el

-250-+ -
0.0 5.0 10.0 15.0 20.0

Fig. 7 Positioner with diagnostics, partial stroke test logging

B Control equipment

Normally, logic systems with certification according to IEC 61508

are used in safety-instrumented systems.

The following points need to be taken into account on selecting

a system:

m Required 1/O types (e.g. initiator inputs, line monitoring, ex-
plosion protection requirements)

m Online extendibility (software, hardware)

m Sll-compliant communication between distributed systems

m Required safety/response times (is the system able to bring
the process to the fail-safe state quickly enough?)

When comparing safety data, it is important to know whether
the figures were determined in accordance with IEC 61508 or
ANSI/ISA TR84.0.02 since they produce different results.

Minimum programming tool requirements include:

1. Precise, unique and non-manipulable identification of the
program version and modules used
2. Revision management by a certified comparing system.

Minimum application software requirements include:

1. Programming guidelines

2. Consistent use of previously validated and/or certified stan-
dard software components.

Following these points leads to clearly structured programming
and makes plant commissioning and maintenance easier, espe-
cially when several suppliers are involved. The programming
guidelines of the application software must take the following
into account:

a) Project structure (e.g. libraries, control units)

b) Naming conventions for both variables and components
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Fig. 8a: Programming example: Conventional coding
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Fig. 8b: Programming example: Using standard modules

c) Complete definition of program/safety parameters that are
to be set

d) Logic typicals (standardization and definition of the same
logic processes)

e) Documentation (how is the project to be documented?)

The application software must have a modular structure with
repeatedly used functions and function modules ([7], sheet 3).
This helps minimize the extent of maintenance and testing.
Fig. 8 compares a discretely structured logic and the same
logic with interconnected standard modules.
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Standard modules are usually used for the following functions:
m|/O conditioning, e.g. voting for 1002, 2003, 2002 architec-
tures, analog input monitoring, scaling/correction modules
m Diagnostic functions, e.g. online drift diagnosis, discrepancy

and range monitoring
® Maintenance switch for final element/sensor tests
® Partial stroke test

When programming standard modules, the use of at least one
simplified V-model in accordance with IEC 61511 is recom-
mended. It describes the entire software development process,
from specification to final validation. Fig. 9 shows the individual
process phases. Validation can be performed by the program-
ming company or by an external organization.

The following must be observed throughout:

1. Total documentation of all phases mentioned in the V-model
(requirements and test specifications, test reports, module docu-
mentation etc.)

2. Four-eye principle as organizational requirement, e.g. differ-
ent persons specify and perform the test

[} Sofety loop assessments

IEC 61511 states that the following measures must be imple-
mented depending on the targeted SIL:

® Fault avoidance

= Fault control

m Fault detection

An analysis concerning the architecture (HFT) and PFD (proba-
bility of failure on demand) is to be performed for each safety
function.

Architecture requirements

In accordance with IEC 61511-1, Table 6 (see Fig. 10), field de-
vices can be instrumented up to SIL 2 with a single channel.
SIL 3 requires a redundant architecture.

7.1. PFD (probability of failure on demand)

The PFD must be calculated and meet the required SIL in ac-
cordance with IEC 61511-1, Table 3. The PFD can be calculated
using formulas that can be found in [EC 61508-6 and VDI 2180-4
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Fig. 9: V-model

[7]. The formulas in VDI/VDE 2180 are approximate formulas
which may only be used under the marginal conditions listed in
the standard. This makes it easy to calculate the basic struc-
tures. For mixed structures (e.g. redundant sensor circuit and
single-channel final element circuit) the systems must be traced
back to the basic structures step by step.

7.2. Example of a PFD calculation

The structure shown in Fig. 11 is simplified step by step. For this
purpose, all blocks in line are summarized at first by adding the
PFD or lambda values. Fig. 12 shows the resulting simplified
structure. Finally, the diverse redundant sensor subsystem is
summarized in a block in which the PDF of this subsystem is
calculated using the formula for a 1002 system. Here, it is im-
portant to note that the formulas from the previously mentioned
sources only apply to identical redundant systems. For diverse
redundant systems, a worst-case assessment is recommended,
applying the data of the channel with the higher failure rate.
When the system has been simplified this far, the PFD values
only need to be added up (Fig. 13). The final result is then as-
signed to a SIL with the help of Table 3 in IEC 61511-1.

Minimum hardware fault tolerance of sensors
and final elements and non-PE logic solvers

Minimum hardware fault
SIL tolerance
(see 11.4.3 and 11.4.4)

1 0
2 1
3 2
4 Special requirements apply

(see IEC 61508)

Fig. 10: IEC 61511-1, Table 6, architecture requirements

11
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Fig. 11: Safefy-instrumented system with diverse redundant sensor subsystem

Fig. 12: Simplified structure. Serial branches are summarized

1o02-System Subsystem 3

Fig. 13: Penultimate stage of the simplification. Only the two PFD values
of the 1002 system and the subsystem 3 need to be added up.

7.3. SIL verification at a glance

The technical requirements for assessing a safety-instrumented
system can be summarized as follows:

1. Check whether all devices used are suitable for the claimed
SIL (manufacturer’s declaration).

2. If this is the case, perform PFD calculation and assess the
result based on IEC 61511-1, Table 3.

3. If item 1 is not met, use a redundant system. Where structure
requirements are concerned, the next highest SIL can be
achieved by increasing the HFT. However, it must be taken into
account that, when using the same devices containing software,
this software must be suitable for the higher SIL.

4. If item 2 is not met, a lower PFD can be achieved either by
shortening the proof-test inferval or by using a redundant archi-
tecture. If there is already a redundant structure, an improved

12

PFD may also be achieved by reducing the faults with a com-
mon cause.

5.All analyses or calculations according to items 1 to 4 must be
verified and documented in compliance with the requirements
of the QM sy stem according to IEC 61511 (four-eyes principle).
An audit must be possible at all times.

The use of software tools can support the described process
and make documentation easier.

EX Limits of SIL analysis
8.1. Functional safety management system
IEC 61511 calls upon every process plant operator to introduce
a functional safety management system. In the simplest case,
the operator follows the requirements stipulated in this stan-
dard, which are described in detail by the safety life cycle.
In all cases, it is necessary to appoint a planning team and a
separate assessment team during which the following has to be
taken into account:
Planning team
m Technical knowledge of

— Process engineering

— Technologies used

— Methods used
m Safety knowledge of

- Laws, standards and guidelines

— State of the art in safety technology

Assessment team

m Determines which other safety expert groups are to contrib-
ute to the assessment

m Determines which means are necessary to completely per-
form the assessment

m |s independent from the planning team
The planning and assessment teams must consist of different
people, i.e. the four-eyes principle must be observed through-
out. Fig. 14 shows a possible structure for a management
system.

8.2. Staff qualification

Further training of staff and regular exchange of experience
are essential fo ensure a continuously high quality standard. It
makes sense to use the same staff for comparable tasks to ben-



efit from their existing experience. The soft factors, however,
cannot be ignored either. These include:

m How can the quality of staff performance be advanced?

m Are further trainings performed on a regular basis?

m How high is staff satisfaction?

® What is the working atmosphere like?

m Are there problems concerning staff recruitment?

The best risk reduction can only be achieved using safety-instru-
mented systems when the three areas of management system,
technical requirements and staff qualification are considered.
However, even when these criteria are observed, restrictions in
sizing safety-instrumented systems still exist:

8.3. Calculation of safety loops

During the PFD calculation of safety loops, the following points
must be observed in particular:

® On which data is the calculation based?

m How were the data obtained?

® Are generic values from a given source really transferable?
m Which requirements are linked to the application2

What use are generic values measured in a clean room for a
safety loop calculation in a rough refinery environment?
What use are safety loops that must be tested on a daily basis
to safeguard a SIL 3 risk, for example?

8.4. Verification of required qualification

Devices can be qualified according to [7] as follows for use in
safety-instrumented systems:

m SIL verification according fo IEC 61508

m Proven-in-use verification by manufacturer or operator

m Verification of suitability by type testing [8] or

m Unit verification [8]

8.5. Constructional practice

In addition to the verifications concerning device suitability, the

following points, for example must be considered:

® Are the process connections large enough and safeguarded
against being shifted by the process medium?

m Has fail-safe been observed in the wiring?

® Are short circuits and inferruptions in the signal lines recog-
nized?

1 Objective/purpose
2 Terms and abbreviations
3 Scope
4 Organization in the safety life cycle
4.1 Safety plan (safety life cycle
4.2 Delegation of responsibility
4.2.1 Planning team
4.2.2 Assessment team
4.3 Risk analysyis
4.3.1 Assessment of risks regarding HAZOP
4.3.2 Assignment of the scope of the relevant standard
4.4 Creation of the product requirement document
4.5 Creation of the functional specification document
4.6 Implementation of the software
4.7 Verification of the software
4.8 Mounting and commissioning
4.9 validation
4.10 Operation and maintenance
4.11 Decommissioning
5 Revision management
6 Tests in the safety life cycle
6.1 Purpose
6.2 Tests/checks performed
6.2.1 Checking of the product requirement document
6.2.2 Checking of the functional specification dokument
6.2.3 Verification of the software
6.2.4 Check to ensure proper mounting and commissioning

6.2.5 Validation

Fig. 14: Elements of a management system

For these points, there are no calculation values. In this case, the
expertise of the planning team is called for. Corresponding
considerations and decisions are to be documented.

Summary

To summarize, plant safety can be achieved by the familiar ele-

ments:

® Management: drawing up a safety management system

m Technology: observation of recognized codes of practice
during selection and use of necessary devices and systems

m Preferable use of certified or proven-in-use components for
safety-instrumented systems

m Standardization: hardware and software standardization as
far as possible

m Staff: use of qualified staff

13
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